(35 points) Access Control

}? pgmls) \'0\1 ifrc planning to use BLP for access control in your organization,
Op-oecret (1S) > Secret (S) > Confidential (C) > Public (P)

lohn, Pete, and Mary) ang 4 files (Filel, File2, File3. and Fil
AlJohn)=(TS. {A.B,(_‘,l),l%})

AMPete)=(S, {B,C})
MMary)=(p, i)

There are
and 5 domains (A, B, C

¢4). The security labels
MFilel)=(S, {C})

X(}’ﬂc?.):(TS, {AB}) '3 o "/""/ T
MEile3)=(P, { 1) 5 4> 6 / SA
AMFiled)=(S, (B,C,D 1) e~

ou build from the 4 hierarchal and five domain co

Yy 2’

4 hierarchical components
D, E). Your organization has 3 users

or the users and ﬁchlnw.

* How many security labels can y

= (/ N SZ, - /Zﬁ% /://;/\C/d//

(S. {A. C. F) pper bound (LUB) of the following labels (1.e., the lowest security label that dominates all labels):
. y vy $ > < L o
< 7 A/17 C £ 5 2 /) 5
ey B > L ABGLE y ATESVBFUS T
Sl | f / i

—

( _ { 77
-~ 1/54 /
/ /j/ ey /Y

er bound (HLB) of the following labels (i.c.. the highest security label that

o &
* What is the highest low
(S’ {A$ C\ E})

(C, {A, B)) HLB= i A ¢ h,.g (] ':/ ;‘/) Z
e B AR GE &

(15 Points) Using the BLP , 1ill out the following access
control matrix with the

, that by default, anything not permitted is denied.
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Assume that you want to enforce the following denials:

- Pete is not permitted to read Filel and he cannot write File 4.
- Mary cannot read File 2.

- John cannot read File 3 and cannot write File4. o
Add the necessary negative permissions in the access control matrix if the BLP w

mponents? (Note. do ng,.draw the lattice.)

1S dominated by all labels:

and John.
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After adding the denials for the users, did you get any conflicting permissions? List all the conflicts.
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